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Overview

ÅIn a nutshell
ïStatic analysis

ïDynamic analysis

ïCombinedapproach

ÅMotivation

ÅContributions
ïEvaluated sandboxes

ïInterdependency

ïSandbox effectiveness

ÅSummary
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Analysis in a Nutshell - Static

ÅStatic Analysis

ïCheck codeagainst rules

ÅSource isavailableor

ÅApplication is disassembled

ïPros

ÅFast

ÅNo execution, no risk

ïCon

ÅDoes not detect runtime specifics

3



Analysis in a Nutshell - Dynamic

ÅDynamic analysis

ïExecute target application

ÅAnalysebehaviour

ÅObserve environment

ïPro

ÅFind runtime specifics (e.g. temporal infos)

ïCons

ÅComplex

ÅRisky

ÅCode coverage
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CombinedApproach

ÅMore effective analysis

ïStatic + dynamic (hybrid)

ïExample:

ÅStatic analysis of suspicious sample

ÅBuild callgraph

ÅDetect GUI elements

ĄTrigger GUI elements (not randomly but targeted)

ĄTaint analysis on base of callgraph
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Sandbox

ÅAnalysis environment for unknown software

ïVirtualized

ïMostly hybrid

ïWatch network traffic, syscallsand other 
activities 

ïPossible harms in case of malware (for host and 
guest system)
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Motivation

Å1 billion Android devices expected in 2017

ÅSMSZombie: 500.000 infections (China)

ÅToo many sandboxes out there

ïNot enough coverage

ïNo comparison
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Why Compare?

ÅA lot of sandboxes

ïWhich work and are available

ïHow are they reused -> Interdependency

ÅSome sandboxes provide novel features

ÅNo Swiss-Army-Knife
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Contributions

ÅComparison of 16 available sandboxes

ïLevel of introspection

ïFunctionality

ïInterdependency

ÅDiscussion of methods to detect and probe 
dynamic analysis frameworks
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Contributions

ÅEffectiveness of 8 sandboxes

ïJust online (no source downloaded and run)

ïPublic malware

ïMaster Key vulnerabilities
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16 Sandboxes

Table 1: Framework availability
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Typesof Introspection

Table 2: ResultsΦ tŀǊǘ мΦ α---ά ƛƴǎǘŀƭƭŀōƭŜ ƻƴ ŀƴȅ !ƴŘǊƻƛŘ ǾŜǊǎƛƻƴΦ αΚάΥ bƻǘ ǇƻǎǎƛōƭŜ ǘƻ ŘŜǘŜǊƳƛƴŜ
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Analysis Features

Table 2: Results. Part 2
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Probing

ÅBenign.apk

ïUnpack with apktool

ïChange min and target SDK version (5, 9, 11, 14, 19, 

25)

ïRepackage with apktool

ïVerify new SDKVersion

ÅA: android:minSdkVersion(0x0101020c)=(type 
0x10)0x19

ÅA: android:targetSdkVersion(0x01010270)=(type 
0x10)0x19
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Sandboxes leakingAPI level

E.g.

α9ǊǊƻǊǎΥ {ŜǘǳǇ commandΰψJBInstallAPKΨ failed: 
Installation failed: deviceis runningAPI Level 
15, but APK requiresмфά
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Interdependecy?

ÅRead documentations

ÅRead papers

ÅEmailed with authors

ÅUploaded specific samples to see if 
something crashes :-D
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Interdependency!
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Effectiveness

ÅChosen malware

ïPublic available malware sets:

ÅContagioMobile

ÅAndroid Malware Genome Project

ïMaster Key vulnerabilities

ÅWeaknesses in ZIP fileformat handling within Android 

(ĄAPK)

ïPython bug for specific zerosin ZIP header
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Master Key

ÅHow these weaknesses influence 
interdependency?

ïWrong handling in massive used software 

ĄWould affect every edge in contact
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So this wouldbecomeΧ
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Χthis
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Sample Selection

ÅCoverage (regarding table V in [1]):

ïRemote control

ïFinancial charges

ïPersonal information stealing

ώмϐ Χ ¸Φ ½Ƙƻǳ ŀƴŘ ·Φ WƛŀƴƎΣ ά5ƛǎǎŜŎǘƛƴƎ !ƴŘǊƻƛŘ aŀƭǿŀǊŜ: Characterization and 
9ǾƻƭǳǘƛƻƴΣέ ƛƴ tǊƻŎŜŜŘƛƴƎǎ ƻŦ the 33rd Annual IEEE Symposium on Security and Privacy
(S&P), 2012.
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Sample Origin

Å6 samples from Malware Genome Project

Å2 sample from private contact

Å4 crafted helloWorldapps
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Malware Samples

ÅObad
ïYŀǎǇŜǊǎƪȅ [ŀōǎΥ αώΦΦΦϐ ƻƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ 

sophisticated mobile trojansǘƻ ŘŀǘŜ ώΦΦΦϐά

ïPart of botnet

ï24 requested permissions
ÅSend SMS

ÅSend/receive data over network

Å...

ï(Out of date) anti-emulation techniques

ïFrom: Malware Genome Project
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Malware Samples

ÅGeinimi

ïSending SMS

ïPhone calls

ïTotal remote control

ïFrom: Malware Genome Project

27



Malware Samples

ÅDroidKungFu

ïVarious privilege escalation techniques

ÅRageAgainstTheCage

ïReads IMEI and other sensitive data

ïSend data over network

ïFrom: Malware Genome Project
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Malware Samples

ÅBasebridge/Nyleaker

ïInvalid APK Manifest to evade Androguard

ÅSuccessfully launched against a sandbox

ïFrom: Andrubis
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Results (Again Tables)

Table 3: Evaluation resultswith malware. Twosamplesper family

30



Tables, Tables, Tables...

Table 4: Evaluation resultswith Master Key vulnerabilitiesandthe Python ZIP bug
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