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• Text-based configuration files under UNIX systems that 
typically start with a dot (hidden under normal display)

What are .dotfiles?



• Customize editors and Shell environments

• SSH and API keys

• Software packages installed on your machine

• Private information such as browsing history and mail inboxes

• Logs and traces from various applications (e.g., VPN logs)

What are .dotfiles?

.dotfiles are personal configuration files that customize 
your environment and store potentially private information



Security & Privacy Concerns in .dotfiles
Storing personal configurations can have unintended consequences that leads to lateral movements

.gitignore

.bashrc

bash
env

dotfiles/

bin
git-ssh

README.md

#!/bin/bash
export AMAZON_ACCESS_KEY_ID='AKIAJA3M...'
export AMAZON_SECRET_ACCESS_KEY='m9X1XsL/b3/R6UYOY...'

alias website = ssh root@198.51.100.153

apache-2.4.49
.ssh

id_rsa

API Keys

Personal Data

Software Packages

RSA Keys

Exposed 
Server API

CVE-2021-41773: 
Unauthenticated remote 

code execution

Dutch IRS experienced a full compromise by an ethical 
hacker due to an employee’s .dotfiles repository



Attack Scenarios in .dotfiles
Context found in .dotfiles can lead to multiple attack vectors 

Credential Stuffing

Impersonation

Spear Phishing

Vulnerable Packages

MITRE AT&CK classification of our findings 



Research Questions

Quantitative / Repository Mining Qualitative / Developer Survey

RQ1: Characterization of  
Security & Privacy issues of 

sharing .dotfiles on GitHub

RQ2: Motivations for 
sharing .dotfiles publicly

RQ3: Post-disclosure  
Awareness/Interventions

• Define search scope and query public GitHub API
• Download all identified repositories (including their history)
• Iteratively sample repositories to refine S&P leak hypotheses
• Extend existing secret identification (GitLeaks)
• Statistical analysis

• Careful development of survey questions for 
 inductive research (expert review, pilot)

• Inviting all .dotfiles repository developers 
to answer survey (with and without disclosure)

• Open coding (two iterations) of responses
• Analysis



RQ1: Security & Privacy Issues of Sharing .dotfiles on GitHub

124k .dotfiles repositories
>20 million files (61% were text files)
~1 TB of data description = ‘Firefox Profile’


path=mozilla/firefox.*(logins\.json|

cookies\.sqlite|places\.sqlite)


Extended Secret Identification (GitLeaks) 
to find attack vectors according to MI&TRE

123k API keys in 15k 
repositories

9.4k private keys in  
~1.5k repositories 

1.2 mio email addresses

~100 mailboxes, email 
logins, client profiles

1.6k repositories defining
160k dependencies 



Survey Demographics & Info

1650 survey respondents

Demographics: 50% are between 20-29 years old, 33 % are between 30-39, 88% male 

Most .dotfiles self-written (i.e., not tool generated)

… and do not use tools to manage their repoMost respondents are security conscious



RQ2: Motivations for Sharing .dotfiles on GitHub

Survey Question: Why did you share your .dotfiles on GitHub? 

Machine setup (52%)

Backup (31%)

Synchronization (23%)

Sharing (59%)

Reference (9%)
Community

Utility



RQ3: Post-disclosure awareness/intervention

Survey Question: We found several security & privacy issues across .dotfiles 
repositories on GitHub. What are your planned changes to your repository? 

No change in behavior (58%)

Delete/Make Private (5%)

Check (14%)

Tooling (2%)

Update (7%)

Of the remaining 42%:



Quantitative / Repository Mining Qualitative / Developer Survey
RQ1: Characterization of  

Security & Privacy issues of 
sharing .dotfiles on GitHub

RQ2: Motivations for 
sharing .dotfiles 

publicly

RQ3: Post-disclosure  
Awareness/

Interventions
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Sharing (59%)

Setup (52%)
Backup (31%)
Synchronization (23%)

Reference (9%)
Delete/Make Private (5%)

Check Repo (14%)

Use Tooling (2%)

Update Repo (7%)

https://bit.ly/dotfiles-paper


