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Android Custom Tab 

Attack similar to XS state 
inference and CSRF

Malicious application Malicious website

Android WebView Attack

Accesses to user’s microphone/camera
Achieves 

Stealthiness

UI flaw
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• Serve as in-app browsers


• Android
- WebView

- Custom Tab

- Trusted Web Activities

• iOS
- WKWebView

- SFSafariViewController
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Integrating Web Content in Mobile Apps

Android WebView Android Custom Tab

iOS WKWebView iOS SFSafariViewController



• Report navigation callbacks to host 
application


• Custom Tabs share state with 
browser


• Useful for e.g. SSO
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Custom Tab Callback Principle



• Features enable attack similar to XS-
leak to infer user information

• Malicious app uses event sequence 
to infer user data


• Three approaches

- Status code-based approach

- Redirection-based approach

- Timing-based approach

Custom Tab Attack
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Status code-based approach

Malicious Application

Malicious Application example.com
"open example.com"

GET example.comNAVIGATION_STARTED

Status code 4xx/5xx with
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NAVIGATION_FAILED

NAVIGATION_FINISHED

Custom Tab
Time

• Additional failed event triggered on 4xx/5xx response code and empty 
response body



Redirection-based approach

Malicious Application
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• Finished/failed event triggered for every JS/meta redirection



Timing-based approach
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• Measure time between NAVIGATION_STARTED and 
NAVIGATION_FINISHED



Activity B
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Stealthiness
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Mitigation

Malicious Application
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Custom Tab Provider:

Prevent callbacks on redirection  

(prevents redirection-based attack)
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Android OS:

Restrict callbacks to Custom Tabs in the foreground  

(prevents stealthy attack)
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• Opening website in Custom Tab is top-level navigation


• Cross-origin attack-targeted mitigations useless


• Allows to bypass

- SameSite cookies

- Framing Protection

- Cross-Origin-Opener-Policy

- Fetch Metadata

Security Implications
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Chrome Chrome Custom Tab



• 10.3% of state-changing requests still 
implemented using GET


• … sensitive state-changing POST 
requests can be exploited by 
changing to GET requests (e.g. IMDB, 
PayPal and Meetup)


• No detectable attack


• Allows to bypass even SameSite 
strict cookies on Chrome!

Custom Tab CSRF



• Vulnerability in two popular WebView 
plugins for Android frameworks

- React Native WebView

- unity-webview

• Websites in WebView can access camera/
microphone, if

- Application has permission

- Application grants WebView permission


• Default: WebView permission denied
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Web View Attack 1/2
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Application permission

WebView permission



• Two plugins by default grant permission to WebView


• Attacker loads malicious website into WebView of vulnerable app


• Access to camera & microphone

• Mitigation

- Deny access by default

- Implement access control mechanism by plugin developers

- Show indicator when camera/microphone is used
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Web View Attack 2/2
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• Custom Tab Attack

- Abuse Custom Tab for XS-like attacks (state inference & CSRF)

- Doesn’t trigger user-observable events

- Defeats existing mitigations for XS attacks


• Web View Attack

- Implementation flaw in Android framework plugins allows microphone/camera 

access to web attacker
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Conclusion
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Thank you!
Questions?

@beerphilipp



• Analysed top 250 downloaded free applications on Google Play (247 
successfully)


• 85 (34%) use Custom Tabs


• 57 (23%) use Custom Tabs Callback


• Web View attack app vulnerability:

Backup: Preliminary Evaluation
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Backup: Custom Tab Attack Code


