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Low infection rates?
@isecms)—

100%

of devices have 9 5 0/0

sandboxes and

permissions of devices have most

devices only install  / < 0 . 5%

from trusted sources /
y

Verify Apps

/f' of app installs from
unknown sources

receive a warning
of apps from unknown

sources are installed
after a warning

Google: Android Security From The Ground Up (VirusBulletin 2013)

« The Core of the Matter (NDSS13) 0.0009%
« The Company You Keep (WWW14) 0.28%
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AV vendors paint a different picture...
@isecms)—

TrendMicro TrendLabs 1Q 2014 Security Roundup
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Motivation

C@isecms

 How are malicious apps distributed? f
- Official Google Play Store - m 5
- Torrents, One-Click Hosters
- Websites, Blogs, ...
- Alternative App Markets

 How wide-spread are malicious apps, how often are
they downloaded?

* Do alternative markets employ security measures?

» Collect metadata for malware analysis
- Andrubis, AndroTotal
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Market Metadata: Google Play
@isecm)—

Farting Panda - Android Apps on Google Play

= 2| 0| | ™ | + b hupsa play.google.com/st

‘, Google play | search “ i

Farting Panda

My apps i:l:la::pper Edutainment - 11 March 2014
Shop

[¥] Add to wishlist
Games

Editors' Choice * ke (21,733) g+1 +1663 Recommend this on Google

© Bell Pepper Edutainment 2016

Description

Are you up for the challenge?

Who needs a bird (even the flappy kind) if you can have a Panda?

Panda ate a splashy fish for breakfast, a flappy bird for lunch, and now his farts propel him high up in the air!
You know the drill:

* Tap!

* Fart!

* Avoid the bamboo!

* Get the hiscore! (mine is 15)
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Market Metadata: Google Play
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Farting Panda - Android Apps on Google Play

2| 0| 2|+ b hupsa play.google.com
Reviews
My apps ® Jaxon Daoust
*5 782
Shop 3 4 « B P bird. Bu
' *3 210 addictive. Orig
Games * * K *2 N
2 1733 totz % 1 405

Editors’ Choice

What's New

+ With music!

+ With high quality graphics!

+ More than 10 farting sounds!

* Play the game, or use the main menu as a musical instrument!
+ Fart your way into the highscores!

+ Made the collision check better.

* Performance tweaks.

Additional information

Updated Size Installs
11 March 2014 1™ 100,000 - 500,000
Content Rating Contact Developer Permissions
Everyone Visit Developer's Website  View details

Email Developer
Similar

# Write a Review

xRk kK
Addictive OK so | never played flappy

I o
anaa Is

Current Version Requires Android
ii3!5 2.2 and up
Report

Flag as inappropriate
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Outline
@isecme)—

« Market Characterization
« Android Market Radar (AndRadar)
« Evaluation and Case Study

 Future Work and Conclusion
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Market Characterization
@isecmﬂ—

 Alternative markets are popular because of ...
- Country gaps (e.g. no paid apps in Google Play China)
- Promotion
- Specific needs and specialization

* Preliminary study on 8 alternative marketplaces
- Crawled them entirely between July and Nov 2013
- Downloaded 318,515 apps

/)
/4"@&*% Q 0 Opera Mobile Store

N\

|

® CamangiMarket  slide 2
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(1) Distribution of Unwanted Apps

(@isecms)—

Do markets distribute known, unwanted apps?
* Yes, they do!

* 5-8% malicious apps in whole dataset
10+ AV detections, excluding adware

« Some markets specialize in adware/’madware”

©
52 < |
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© --- andapponline S K --- andapponline
E -- camangi 5 -- camangi
&6 - - slideme o - - slideme
o \ .-+ fdroid (%S --- fdroid
g\ -~ blackmart 5 -~ blackmart
2, l! —- gefjar £ — - getjar
S E‘ -— pandapp < -— pandapp
S 3
% R 8
"g 2 W %
o |W 2
a, 5 eSS
o
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er of positive AV detections Number of positive AV detections
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(2) Publication of malicious apps
T

Do markets allow the publication of malicious apps?

* Yes, they do!

« Ranking based on number
of published apps

« Well visible and known to
market operators

« Top authors publish both
benign and malicious apps

150

—
o
o

Number of apps published

a
o

andapponline camangi opera pandaapp slideme

] Malware
Goodware

12345 12345 12345 12345 1231435

Top 5 authors per market
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(3) Distinctive metadata
@iSECLAB)—

Do malicious apps have distinctive metadata?
* Yes, they do!

« Malicious apps slightly larger than goodware
—> Additional malicious code in repackaged apps

« Malicious apps are downloaded more often
- Inflation of ranking with app rank boosting services

0.75

o
C)050_
Ll

0.25
— Goodware

--- Malware

0.00 4 :

1 1 1 I

0 10 20 30 40
APK file size (MB)
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(4) Market Overlap

@iseCLAB

How are markets related to each other?
« Markets share up to 47% MDS5s, 75% package names

o
blackmart

N
getjar -
andapponline
17% 26%

47%

- 18% 14%
fdroid
~ opera

10% 19%

camangi

N 4

~~
pandaapp
slideme
&l

Intersection by MD5
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blackmart
/ f'\\
ti 15%
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N
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camangi pandaapp
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slideme

Intersection by package name
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Outline
@isecms)—

Market Characterization

Android Market Radar (AndRadar)

Evaluation and Case Study

Future Work and Conclusion
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AndRadar Design Goals

Discover apps in markets in real-time

Distribution of apps across markets

Increasing space and time requirements

Meta information dynamic - regular crawling of apps

Crawling of complete markets becomes infeasible

- Plethora of alternative markets
~ 196 in October 2011 (Vidas et al. CODASPY13)
~ 500 in Juniper Threats Report March 2012/2013
~ 89 in our market study in June 2013
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@iseCLAB

Seed

AndRadar Architecture
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App Discovery
@isecm)—

» Lightweight identifier to select target apps

« Package name uniquely identifies app on device
« Package name identifies app in markets

« Part of an app’s “Branding”
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App Discover: AppChina
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App Discovery: Appszoom

Rolling Panda (Android) - Free Download
< el 0 =

OppSZ‘ ole ‘ IPHONE

Categories Best Apps Today's Picks + Downloaded
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FREE
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(2,097)
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DOWNLOAD BY EMAIL QR CODE DIRECT DOWNLOAD APK FILE
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% Pros D We will send you a
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« Colorful, addictive vice. [ More info ] Older versions v
Changelog and permissions
mm Cons
Permissions Changelog I Package com kidsfun.jump.panda I
« graphics' problem sometimes
- Know what access (wifi, 3G...) you have at every moment
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- Read phone state. Used to know whether you're in a call or not.
+ By KidsFun
- Use the vibrator.
: Caveman 2
ot et e (17.127) - Write whatever to your SD card
FREE
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e
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App Matching

« Match downloaded app to malicious app in seed

 Different levels of confidence based on
- Package name
- MD5 hash
- Fingerprint of developer’s certificate
- Method signatures

a.b.cb

MD5

part of
seed

a.b.cb

fingerprint
match?

weak match

MD5'
from
market

strong match
different application
by same author

strong match
repackaged version

perfect match
same application

very strong match
different version by
same author
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Collected Metadata
@isecms)—

« Continuous monitoring of discovered apps

» Harvest meta information from market listing
- Upload date
— Description
- Screenshots
— Number of downloads
- User ratings
- Reviews
— Other apps by the same author
- Delete date
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Outline
@isecme)—

« Market Characterization
« Android Market Radar (AndRadar)
- Evaluation and Case Study

 Future Work and Conclusion
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Overall performance

« Track tens of thousands of apps per market/day
* Tracked 20,000 apps/1,500 app deletions

MD5 m— Similarity sz Package name |
Fingerprint+Similarity = Fingerprint 2227
TOO00 | g T 0 7 """""""""""""
= I
3
S 100 |- e B i R e I
= ]
O
©
=
00 R e B R I
1

Deleted Non-deleted
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Application Lifecycles
T T

* Normal Lifecycle:
Market deletes app after it is detected by AVs

« Market Self-Defense:
Market deletes app before it is detected by AVs

» Malware Hopping: market
App is republished after detection reaction fime
“Failover” strategy . r )
| W >
tav tpub \\\ tdel
first crawl date
app app app
detected published deleted
by AVs in market from market
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Market Reaction Time
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Community Reaction Time
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Outline
@isecme)—

Market Characterization

Android Market Radar (AndRadar)

Evaluation and Case Study

Future Work and Conclusion
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Future Work
@isecms)—

« Automated notification system for markets

« Extend app discovery in markets based on
- Application name
- Image characteristics (icon, screenshots)
— Description of functionality

« Versioning of malicious apps
 |dentify fraud in markets (“App rank boosting”)

- Inflated download numbers
- Fake ratings and reviews
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Conclusion

In-depth measurement on 8 alternative markets
AndRadar to discover malicious apps in real-time
Tracking of app distribution across markets

Collect metadata about apps
- Branding

- Updates

- Download numbers

- Ratings & reviews

Expose publishing patterns of malware authors
- “Failover” strategies to migrate between markets
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@isecmﬂ—

Questions?

apking@iseclab.org
mlindorfer@iseclab.org

http://www.iseclab.org/people/mlindorfer
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Malicious App Seed

@isecms)—
* Feed of known malware or unwanted apps

« Continuous stream of apps from ...
- Manually vetted malware repository (VirusShare)
- Submission feed from VirusTotal based on # of AV signatures
- Submissions to Andrubis based on dynamic analysis result

 Seed format: APK files

<Package name, Certificate, Method signatures, MD5>
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Aptoide
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Latest Apps
For full details and additional technical information, see this application's page on the F-Droid -
o RMLL/LSM O
wiki. )
GreenAddress. It e
Packages
WikipOff X/}
Although APK downloads are available below to give you the Download F-Droid
choice, you should be aware that by installing that way you will Moon Phase

not receive update notifications, and it's a less secure way to download. We recommend that you

install the F-Droid client and use that. Quasseldroid

O+ O

Version 1.1 - Added on 2013-03-09 ChessWatch
This version requires Android 1.6 or newer. Lightning
This version uses native code and will only run on: armeabi armeabi-v7a Calculate!

T e bl cndl o b Ouoid " s oo s PRI
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Lenovo

Panda DIYT#;_Panda DIY® % T#_#MATR_FEE
2 0| ™ | + |2 app.lenovo.com ¢ [3)

pandaT#_%R&ifEpanda T _Android F#lpanda® B FH2013F RN RSN ERR_FHE Panda DIY F4!_Panda DIY& % T#_MMTHR_FAE + | 1mm

b Wi

R RS ~ ZEWR ~ HEATRE Brigg

I FAIF | mommmnmFaTimmn

%% > PandaDIY

Panda DIY SREITEFHLR
@ X RBF R #pEy, | & THEmE Lt bRk
12 IR ?ﬁ!ﬂ%ﬁﬁﬁ
F#: KFPSTIREH .
3.26MB 1.21
android 2.1 - cathy123cathy12 IRBYF-swiipieci
2014-02-21 [+ 88 1) T T — BUIH LTI
AR R H R R
your P
RE

Angela

%W oo = = I — ALY
\)_ s online T
December 10, 2012

i BB

Hey, what do u want for your
iy

9:55pm
BAFLPPS

¥

Hmm, | want a new mobile ILI ’

947pm v Phone!
i Az Hi®
View J
—_— B A
9:47pm v & ’
(o BT
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Moborobo
50.C L. A B ————————————————

Apps,Games - Moborobo

4 &| 0| | ™| | + | M store.moborobo.com/SoftDetail.aspx?f_id=4297930 ¢ (3]
" OBOROBO Store Mobo Products Help Center News Reviews
Forum

Home >> Store >> Apps >> Education

PhotoWonder:

Go to our Facebook page to leave
us your comments now!

Let\'s Spot by BabyBus

Networking > Version: 4.24
Tool 5 Size: 21.04MB
Updated: 2014-03-25

Reference > Category: Education
Office N Developer: BabyBus

Pownload Requires: Android1.6+
R ’ QR Code v Download: 4629
Reading > (0)
Others > 41‘ AL g1/ 0

Install with ‘
Moborobo

Let's Spot is an educational enlightening game which improves the kids' observation skills. Let's follow the Panda
into the wonderful world and find out the different points between pictures. Spot 5 different points in each pair of

pictures to pass one level. Come on!

c. loc. Tt hac 20 lovale Each loval bhac & di intc DI hould fnd tho di int d_clicle
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Nduoa

A F¥Panda--REAEELO | MRLNREHN. REVETEY | REmip, RERHE, REHR, REM, ®E..48, RENA, androidiRfF, androidi#R, play store, android4.0, android5.0

« &|| 0| | 2| | + | www.nduoa.com/apk/detail /329114
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Ki\: 6.45MB S aieid Ry . . . . RS | a7E8 adw
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SlideME

Guess the Painting | SlideME

# | | + [ slideme.org

¢ I 0

Application search:

Homepage Applications Community

m Reviews Discussion

%}g . Guess the Painting va.2s Free
St J By babybus. Updated July 8, 2014
£169 P 0 w0 Education > Early Childhood

I3 Like | Share R0 g4 1| W Tweet |2

Guess the Painting is a drawing and guessing game designed for family entertainment. It
offers a color-rich environment for children to draw and parents to guess, while the whole
family build new communication skills through the gameplay.

Fun features:

- Big drawing board to let creativity run wild;

- Multiplayer modes for all types of fun;

- Watch the replay and view each stroke by a true artist!

A picture is worth a thousand words, and children can use it to express their voice whenever
their words may fall short. See how much you can learn from guessing their paintings. They
will love the time spent while they stay in touch with their artistic side!

Username or e-mail address:

Password:

Create new account

Request new password

Safety first

All applications on SlideME are scanned
for viruses and exploits, including the
Master-Key exploit (courtesy of Bluebox

Security®), before they are reviewed and
approved by our editors.

Search

Search this site:

Similar apps
My Babys Sticker Puzzles

‘f m By babybus

M My Little Gourmet
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Wandoujia
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[E: A% Running Panda| RSB ®TH - S X
| e Q =z + www.wandoujia.com/apps/com.jundaotech X (3]

\\ mEx R Q| 8

RIFAER REH%E v~ BERHE v HHTR T £ BIIERITHIR

% > iIR588% Running Panda

HELARNE Running P---

8.96M
s z
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HEEKR
e %
2012488118
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Android 2.2.x LAE
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Google Play$eft
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Z-Android

Panda Run - CkauaTb Ha aHApowmA,

e
) g Q 2] | + | O z-android.ru/595-panda-run.html ¢ ‘9‘

> Z=Andpoid

WIPbI, NPOrPammbl, 060K, BUANETSI o

e S S Q Bxon 3abbinv napons? Pervctpauus
nasHan Wrpol § Mporpammb! § Hosoctu Bakasarb urpy O npoekTe KOHTaKTb!
Mpasuna
nasHas Wrpbt Run Urpoi Panda Run
KATEFOPUA Panda Run 8+ 1
< Apxags! Bepcus urpet: 1.2.1 Bepcus Android: 2.0 v Bbiwe
= [OHKU
= Paamep: 3,7 M6 Ony6nvkosaHo: 01.05.2014
%= Opaku
Peiunr: & % % (ronocos: 3) Paapabotuuk: sagego Google Play: Mepeittn
@ Rpyrve
Y VHTepec UrpokoB K paHHepaMm He yracaeT, CKONbKO 6bl UX He Bbinyckanu. YTOUHSIeM: MHTepeC He yracaer K
- KapTouHbie MHTepecHbIM paHHepam. Panda Run - U3 1x Y1cna, a YCno ero NOKNOHHUKOB NPUEXaeTCs K NATUAECATU
“ Jloruyeckue MUIMOHEM.
© HacronsHbie PaspaboTuvku yaa4yHo COeAMHWUNN paHHep C PasHOYPOBHEBbIM NNATOPMEpPOM, TaK YTO Tenepb rnasHbIi repoi
@ Panrens: HE NPOCTO B@XMT CKBO3b [KYHI N, NbITasACh BOBPEMS NONACTb AOMOMA, HO U PUCKYET CBAaNUTLCA B NPONAcTb,
e nepenpbiruBas ¢ OAHON NNATHOPMbI Ha APYrYIO.
¥ RPG

Mpu aTom MaHaa aonxHa cobpaTh Kak MOXHO GONbLUE MOHET, YNIOXEHHbIX 30/I0TUCTLIMU NeHTaMW BAONb AOPOrv
¥ CumynsTops! 1 Hap Hel. K TOMy e HaBcTpeuy 6eryHy HeyroMoHHble paspaboTuvKu MyCTUNM Maccy BKYCHeWLen XUBHOCTH,

KoTopyto Makfa C YA0BONLCTBUEM NOEAAET, Aa ellle v NOMNY4aeT 3a T0 AONONHUTENbHbIE Ganb.
4 CnoptvsHble pyto MNakpa ¢ yao oefaert, aa ey y! a

# Crparervm B 061LUeM, eCv OHa 33AePXVTCA 33 CG0POM MOHET — TO He HaliieT 4OPOryv LOMOM, a ecn oHa GyAeT ropo
UrHOPMPOBATL NPE3PEHHIA METaN, TO HE CMOXET HabpPaTh HYXHOE KONMYECTBO 6a/N0B, YTOBLI NepeiTy Ha
"% Crpensinku Cneqyiowmit ypoBeHs.

@ Bpotuueckue
TakviM 06pa3oM, UTOBbI NOGEANTh, BaM HAA0 COBMIOCTH 6aNnaHC MHTEPECOB MEXAY CTPeMeHUeM

3abnyavBLueiics MaHAabl BbIGPATLCA U3 AXYHINe! Kak MOXHO GbicTpee, XenaHuem cobpatb Kak MOXHO 6onblue
MOHET 1 NOTPEBHOCTAMM ee XenyaKa.

CKpPHHLWOTBI:

2x i -3 NN
) ‘4 'f“ i
Tp the sereen. to jups &
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