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Abstract. Internet of Things (IoT) devices automate everyday tasks,
from managing home security systems to optimizing energy usage. Their
mobile companion apps often act as a user interface and provide (remote)
control for convenience’s sake. However, both devices and apps can collect
and transmit significant amounts of personal data.

In this paper, we perform a joint measurement study of IoT devices and
their companion apps, focusing on privacy implications. We develop an
approach for automated experimentation with devices and their apps to
understand the extent of data sharing and how network settings (LAN
vs. WAN) affect data transmission. Performing over 2,040 experiments
with 34 IoT devices, our findings reveal that while a small percentage of
devices directly contact third parties, the majority of companion apps do
so, highlighting their significant role in posing privacy risks in the IoT
ecosystem. We further compare our observed data flows with privacy
policies and data-access responses, and find critical GDPR, compliance
issues. Our study highlights the importance of increased transparency
and enforcement of data protection across components of the ecosystem.

Keywords: Internet of Things - Mobile companion apps - Network traf-
fic analysis - Privacy - Tracking and analytics

1 Introduction

Internet of Things (IoT) devices have entered our homes and are helping us
with everyday tasks, ranging from vacuuming the floors to smart alarm systems.
To do so, they collect, process, and store a conspicuous amount of sensitive
data about the surrounding environment and their users. Making matters more
complex is that IoT devices are not the only players in this ecosystem. Since
devices often lack user interfaces and controls, mobile companion apps provide
this functionality and can operate the devices remotely, even when they are not
in their proximity. To this end, they mediate the communication between the
devices and (cloud) endpoints. Consequently, companion apps also process and
store sensitive information collected from the devices and their endpoints. This
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crucial role in the IoT ecosystem not only threatens users’ privacy but also the
correct functioning of the devices themselves.

To observe whether information leaks occur, prior work has analyzed network
traffic generated by IoT devices to identify event-based patterns and communi-
cation with third parties [25, 31, 46]. Some identified advertisers and trackers are
specific to the IoT ecosystem [25, 38, 48], in contrast to the mobile app ecosys-
tem, where advertisements (ads) and user targeting have long been an active
field of research [35, 39, 47]. In the mobile app space, users might reasonably
assume that they “get what they pay for,” i.e., that paid apps offer more privacy
protections than free apps, which might not always be the case [19]. In the IoT
ecosystem, consumers already pay significant sums for devices but still need to
install companion apps to unlock their full functionality. Thus, there is an as-
sumption that the business model should center on selling devices rather than
users’ data. However, related studies showed that these apps and even devices
themselves include ads and tracking [25, 38, 48].

We perform the first large-scale comprehensive investigation of the joint anal-
ysis of app-device behavior between companion apps and IoT devices, i.e., we
correlate app and device traffic collected under identical conditions and compare
outcomes across the wide area network (WAN), i.e., over the Internet, vs. the
local area network (LAN), i.e., the users’ local home wireless network (Wi-F1i).
With this joint perspective, we can quantify not only who leaks, but also how
architectural decisions, such as app mediation versus direct device communica-
tion, amplify or mitigate privacy exposure. We define local communication as
data exchanged solely within private address spaces (RFC 1918 [37]) without
involving remote cloud servers. We use the term tracking € analytics endpoints
to denote remote network destinations associated with advertising, analytics, or
user-behavior profiling services (e.g., Google Analytics, Braze).

First, we analyze whether there are systematic differences in the endpoints
accessed by devices and apps. We also investigate whether apps tend to contact
more analytics services and trackers than devices do, and if performing specific
actions on the device (e.g., turning a device on/off) triggers such requests.

Second, we study communication patterns across network settings. The Eu-
ropean Union Agency for Cybersecurity (ENISA) [12] and the National Institute
of Standards and Technology (NIST) [30] recommend that local communication
should occur without routing traffic through cloud endpoints. We study whether
this holds by comparing network traffic when apps and devices are connected to
different networks (WAN) or to the same network (LAN).

Third, we investigate which information the companion apps share. They
not only help control the devices but can also enrich the information the devices
collect through their sensors and provide to the app. In turn, sharing this data
with third parties, such as advertisers and trackers, can severely impact users’
privacy. Thus, we look for Personally Identifiable Information (PII) and any IDs
that can identify a user, determining whether they are reused across devices and
endpoints. Finally, we also check for inconsistent behaviors by comparing the
information we collect with what the vendors claim in their privacy policies.
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In summary, we answer the following research questions throughout our study:

[RQ1] How do devices and apps communicate? We develop a rigorous,
reproducible methodology to explore the functionality of IoT devices and record
the traffic generated by the interaction of 34 devices in conjunction with their
companion apps. We show that while only three devices contact tracking & an-
alytics endpoints (8.82%), 25 companion apps (89.29%) do so. Thus, we identify
apps as the main culprit in introducing tracking in the IoT ecosystem.

[RQ2] How does the communication change in the LAN? We compare
the communication between the IoT device and its companion app on the LAN
versus the WAN to identify behaviors that may violate best practices. We ob-
serve local communication in 33 devices (97.06%), but only 19 devices (55.88%)
generate more traffic to local endpoints in the LAN. Local communication can
reduce exposure to remote endpoints, but only when actually used and secured.

[RQ3] Do IoT devices’ data collection and sharing practices align with
their privacy policies, and what specific data is collected and shared?
We examine the devices’ privacy policies to assess compliance with relevant
regulations. We identify one case in which the same advertiser ID is shared
across three devices from three vendors and three endpoints, enabling aggregated
user tracking. When we requested copies of the collected data from vendors,
we received only 15 responses out of 31 requests. All remaining vendors violate
European data protection laws. Additionally, we found inconsistent data-sharing
practices across six of the 15 devices for which we obtained data.

Artifacts. To foster future research on this topic we make our code and data

publicly available at https://github.com/SafeNetIoT/iot-vs-mobile.

2 Methodology

2.1 IoT Testbed

We build our IoT testbed on top of the Mon(IoT)r [25, 38] infrastructure in the
UK. As Figure 1 illustrates, the testbed consists of: (1) two Android phones, con-
nected to the Internet through the local or remote access point (AP), with the
companion apps installed and controllable via Android Debug Bridge (ADB);
(2) 34 IoT devices under test, connected via the local AP; (3) a local AP that
provides IP connectivity from the ISP to the IoT devices and phones and cap-
tures all network traffic; (4) a remote AP that provides IP connectivity from the
ISP only to the phone for WAN experiments.

O Mobile Phones. We use two rooted Google Pixel 3A (Android 12) with
frida-server (v16.1.1) [16] and PCAPdroid [32] installed. PCAPdroid is an
open-source app that allows filtering traffic by app package ID, effectively re-
moving background traffic generated by the OS. We modified it to run with root
privileges at all times, without requiring confirmation, to facilitate automation.


https://github.com/SafeNetIoT/iot-vs-mobile

4 Tagliaro et al.

_ — |, ottt
WAN Scenario LAN Scenario loT Devices

PCAPdroid

i
o .

Remote AP Internet Local AP

Mon(IoT)r

Fig. 1. IoT Testbed Setup. We use two access points (APs) to test different network
configurations, one local (LAN) where apps and devices can communicate in the same
network, and one remote (WAN) where they have to communicate over the Internet.
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0 IoT Devices. Table 5 (in the Appendix) provides the list of the 34 devices
we test, along with the specific functionality we evaluate for each device. All
devices support Wi-Fi connectivity and have a corresponding companion app
(which we install on both phones). The devices were collected by scraping the
Amazon top-seller lists for smart devices and selected based on availability and
category coverage (e.g., camera, light bulb, vacuum cleaner, doorbell, etc.).

® Local AP. We use a machine running Ubuntu 22.04 with frida-tools
(v16.1.1) [16] and mitmproxy (v10.0.0) [28] to provide connectivity for the IoT
devices. We configure the AP with Mon(IoT)r [38] to capture network traffic.
The AP gathers network traffic from connected devices, organizing the traffic by
device, creating targeted experiments, and marking them with keywords.

® Remote AP. We utilize another machine running Ubuntu 22.04 on a separate
network from our primary AP. We install the same software on this machine.
It provides Internet connectivity to phones via a USB Wi-Fi adapter, enabling
testing of IoT behavior in a WAN scenario where IoT devices and phones are
connected to different networks and communicate via the Internet.

2.2 Test Setup & Interactions

We designed automated experiments with the companion apps interacting with
our ToT devices, focusing on a replicable procedure to avoid manual effort. We
only manually test the apps once, but can re-run the interaction many times,
similar to IoTrigger/ToTrimmer [25].

We document all manual and automated interactions to ensure replicability.
We first explore each companion app manually to identify core functionalities
(e.g., power toggle, camera view, or playback). We record the action sequence
once via screenshots and coordinate logging, and automatically replay it through
ADB scripts for all subsequent runs to guarantee consistent inputs across exper-
iments. Two researchers verify that each replay reached the intended app state
and produced consistent network traces, checking against silent failures.
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As most traffic is encrypted, we run a second round of experiments with
mitmproxy [28] in transparent mode and frida [16] to bypass certificate pinning
and machine-in-the-middle (MITM) traffic. This gives us plaintext access to an-
alyzable app traffic, but not for encrypted device payloads. This means there is
an asymmetry between our visibility into app and device traffic: we fully observe
endpoints and plaintext payloads for apps; for devices, we measure destinations,
timing, bytes, and protocols, but not encrypted payload contents. However, ad-
dressing this limitation would require IoT firmware modifications and installing
custom certificates, which does not scale and risks bricking devices.

We repeat each interaction 20 times with a 5-minute timeout between tests,
parallelize experiments on two Android phones, and conduct all analyses be-
tween January and February 2024 in the UK, setting the region to the European
Economic Area (EEA) when available.

2.3 Data Augmentation

Reverse DNS Lookup. We check for unmatched IPs, i.e., IPs for which we
cannot find the resolving hostname in the recorded DNS responses. We run
reverse DNS queries against VirusTotal [49] and Domaintools [11] to gather
historical data. In case of a hit, for each IP, we look for full domain matches
between the hostnames returned by the queried services and the endpoints we
previously obtained through DNS responses at device granularity, i.e., we only
check if the returned endpoint matched one of the hostnames we found for the
specific device(s) contacting the IP. If we cannot find a full match, we match
the Top-Level Domain (TLD). Two researchers independently verify the results
and resolve conflicts. In some cases, we cannot find a reasonable match; thus, we
leave the IP as “unresolved” (48 and 27 IPs for apps and devices, respectively).

Categorization of Endpoints. We start with the approach by Ren et al. [38,
39], which flagged endpoints as first, support, or third party based on popular ad
blocking lists. We additionally employ Exodus [14] and other well-known tracking
blocklists [1, 10]. Note that for this analysis we remove unresolved IPs. Two
researchers independently check uncertain cases using domain ownership and
service descriptions. Conflicts are resolved by a third researcher. For example,
if an organization offers marketing insights into customer activities, we flag its
endpoint as “Analytics” (e.g., Google Analytics). Overall, we use three labels:
(1) First Party for vendor-controlled endpoints, (2) Support Party for auxiliary
services such as login, cloud hosting, crash reporting, or content delivery, (3)
Tracking €& Analytics for advertising, analytics, or user-behavior profiling.

3 RQ1: App vs. Device Traffic Analysis

We answer RQ1 by assessing whether companion apps and devices communicate
differently and provide an overview in Table 1. We base our results on the traffic
captured during our experiments in the WAN scenario.
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Table 1. Distribution of Endpoint Categories. We list the number (#) of apps
and devices contacting at least one endpoint per category, along with remote and local
IP addresses that we could not associate with a domain name.

Companion Apps IoT Devices

Endpoints # Apps Endpoints # Devices
First Party Domains 106 (27.82%) 28 (100.00%) | 54 (25.35%) 18 (52.94%)
Support Party Domains 161 (42.26%) 25 (89.29%) | 87 (40.84%) 25 (73.53%)
Tracking € Analytics Domains 58 (15.22%) 25 (89.29%) 5 (2.35%) 3 (8.82%)
Remote IP Addresses 48 (12.60%) 11 (39.29%) | 27 (12.68%) 11 (32.35%)
Local Addresses 8 (2.10%) 28 (100.00%) | 40 (18.78%) 32 (94.12%)
Total 381 28 ‘ 213 34

Overall, we collect 677 unique endpoints for the apps and 217 for the devices.
Initially, we find 212 (31.31%) and 70 (32.26%) unmatched IP addresses in the
traffic. After running our reverse DNS analysis (see Section 2), only 48 (7.09%)
and 27 (3.23%) IPs remain “unmatched” for apps and devices, respectively. As
a result, we identify 381 unique endpoints contacted by the companion apps
and 213 by the devices. On average, each app contacts 19.97 endpoints (o =
12.07; maximum of 53 endpoints contacted by the app of the SwitchBot hub)
versus 8.59 endpoints per device (o = 8.32), i.e., 2.3X more endpoints per app.
Geree (a doorbell) is the device that contacts the most endpoints, 37 unique
ones. However, in general, devices tend to contact fewer endpoints, possibly
because of their simpler software and fewer functionalities. By contrast, apps
are often more feature-rich, providing account management and social media
sharing, thereby increasing the number of endpoint destinations. This aligns
with our overall results summarized in Table 1, where apps also contact more
Support and Tracking € Analytics domains.

Upon further investigation, we find that among the 381 endpoints in app
traffic, only eight (2.10%) are local IPs, compared to 40 (18.78%) among the
213 IoT device endpoints. Devices contact more local IPs, as also discussed by
Girish et al. [18], because they use local protocols to discover, connect to, and
manage other IoT devices. In practice, this includes discovery and control traffic
(e.g., mDNS, local HTTP, or MQTT) that remains within the home network.

We also find that apps and devices share 94 unique endpoints, which rep-
resents a relatively low share overall. On average, apps and devices share only
2.76 endpoints (o = 6.31), with 19 app-device pairs not sharing any endpoints.
If we consider IPs, then apps and devices share 124 unique IPs, with an average
of 4 per pair (¢ = 7.64). While we expect apps to interact with more services,
as discussed above, we do not anticipate that devices would utilize different
backend infrastructures to communicate with the cloud. The reason could be
that subdomains are reserved for companion apps or devices, separating the app
infrastructure from the device infrastructure.

3.1 Country Distribution

Despite our testbed being located in Europe, most endpoints that apps and
devices contact are US-based, with 115 (30.75%) and 44 (25.29%), respectively.
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Regarding the endpoint location of devices, if we exclude those located in the US,
all the others are within European borders, except for one in Canada. Instead,
for apps, the fifth-most-recurring country is China, with 14 (3.74%) endpoints.
While five are Alibaba-hosted endpoints, seven are flagged by denylists [1] as
tracking and analytics. Sending data to tracking services in countries with more
lax data protection regulations can pose serious privacy risks.

When looking at the amount of traffic, the country where most data is to
directed for apps and devices is the UK, with 1.21 GB and 102.76 MB, respec-
tively. The US only ranks fourth for both, with 130.45 MB and 8.26 MB, and is
preceded only by European countries. These numbers highlight the importance
of a multidimensional analysis and demonstrate that, despite most endpoints
being US-based, more data is stored within EEA jurisdictions.

3.2 Endpoint Categories

We find that while all apps contact at least one First Party endpoint, only half
of the devices do so (52.94%), mostly relying on Support Party endpoints. Rely-
ing on First Party endpoints would not only be more efficient but also provide
greater privacy, as users’ data is less likely to be shared with multiple external
parties. Organizations have full control over how data is managed, stored, and se-
cured when using First Party endpoints. From the users’ perspective, identifying
the accountable party is also easier in the event of a data breach.

Only three devices (8.82%) contact Tracking € Analytics domains: two Ama-
zon and one Google device contacting in-house metrics and analytics endpoints.
The FEcho v4 leads with three. Companion apps, by contrast, introduce the
most tracking in the ecosystem. Apps often provide additional features, some-
times from third parties, and process more data, making them more appealing
to trackers. We find analytics services in 25 apps (89.29%, 58 endpoints - 15.22%
of the total). On average, apps contact 4.03 tracking endpoints (o = 3.89). The
SwitchBot app contains the most tracking endpoints, with 16. Apps also share
more data in total with such endpoints, 35 MB, instead of devices, 694 kB.

To determine whether a correlation exists to actions triggered by devices, we
compute Cumulative Distribution Function (CDF) plots correlating time with
the number of bytes sent to Tracking & Analytics endpoints. In eight app-device
cases, corresponding to six apps (21.43%), traffic to these endpoints increases
rapidly while we interact with the device/app, then plateaus when our interaction
ends. By analyzing the traffic we capture with Frida and mitmproxy, we can
identify what we refer to as event-based tracking. With that, we mean instances
where we find payload values in the traffic that we associate with the activity we
perform on the app at that specific moment, e.g., turning a device on/off. Some
concrete examples are “Dashboard Slide Tapped” or “Tag Event Video Subscribe
Cam Plus Clicked.” To confirm our findings, we perform additional experiments
without any interaction and record traffic for one hour on each device, where we
initially find event-based tracking. Indeed, these second captures confirm that
tracking endpoints receive traffic primarily when actively interacting with the
app, and that event-based payloads appear only during that stage.
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This type of analytics and tracking poses significant risks to users’ privacy.
Services that receive such information can analyze users’ interaction behaviors
and infer critical information to better tailor content and advertising. Addi-
tionally, four out of the six apps in question rely on third-party services for this
purpose. As a result, vendors and their customers must trust third-party services
to handle, store, and process their data, raising serious regulatory and security
concerns. This risk is already a reality: in August 2025, a US jury found Meta
guilty of violating wiretap laws after the company collected personal information
and button taps from a period-tracking app and used that data in its advertis-
ing system [4]. This behavior is similar to the bursts of user-event data that our
study observes apps sending to third-party trackers.

Our results indicate a predominance of app-based tracking, which contrasts
with the findings of Jakaria et al. [21]: their devices connect to more third-party
endpoints than to first- and support-party ones. Several factors may explain this
discrepancy: (1) their dataset of 25,123 IoT devices leverages IoT Inspector. This
monitoring tool allows users to analyze their devices’ traffic and send anonymous
data to the IoT Inspector server. This dataset also includes gaming consoles and
smart TVs, which are more likely to interact with tracking endpoints. (2) Their
endpoint classification significantly differs from ours. After classifying first- and
support-party endpoints using NLP, they categorize all other endpoints as third-
party, e.g., endpoints that “may represent any third-party app or skill for high-
end devices such as voice assistance or smart TV.” Instead, we aim for a more
nuanced understanding of these third parties. (3) Regional differences can also
be a crucial factor, as most of their devices are based in the US.

4 RQ2: LAN vs. WAN Scenarios

We compare traffic when phones and devices are on different networks (WAN) or
on the same network (LAN). We expect them to prefer local communication to
avoid relying on cloud providers, thereby conserving resources and speeding up
communication. Here, we observe 520 app endpoints and 245 device endpoints,
corresponding to a 23.19% decrease app-side, but a 12.90% increase device-side.
We observe only a slight increase in local IP addresses contacted by devices (i.e.,
from 40 to 47), suggesting that the new endpoints mostly belong to LAN discov-
ery or control paths rather than an increased dependency on remote services.

4.1 Local Communication

We flag traffic from and to a local IP as local communication and count the
number of bytes sent to local IPs. We find local communication in 33 devices
(97.06%). Nineteen devices (55.88%) show increased local communication in the
LAN scenario, signaling that traffic (e.g., commands) is not passing through
cloud endpoints. Apart from the Withings blood pressure monitor, the remain-
ing 13 devices (38.23%) have the same amount of local communication in both
scenarios. Figure 2 shows the ratio of remote communication for each device in
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Fig. 2. Communication with Remote Endpoints. We show the normalized ratio
of remote communication for each device in the LAN [l or WAN [0 scenarios. The
red dotted line indicates the 50% ratio; i.e., the device has the same amount of remote
communication in both. All devices, except the Boifun baby monitor, either have the
same amount of remote communication in both scenarios or more in the WAN one.

both scenarios. All devices, except the Boifun baby monitor, either have the
same amount of remote communication or have more in the WAN scenario.
Keeping traffic within the local network rather than routing it over the Inter-
net not only improves the user experience by decreasing latency and providing
bandwidth savings, it also enhances security and privacy: attackers outside the
network cannot intercept the data, and data is not shared with potentially un-
trusted or insecure cloud servers [45]. From a regulatory perspective, local com-
munication may simplify compliance efforts. Local links also let devices keep
working if the Internet connection goes down, matching ENISA’s guidance that
“essential features should continue to work with a loss of communications” [12].

4.2 Network Protocols

HTTPS is first in both scenarios. We see more use of its insecure counterpart,
HTTP, in the LAN scenario (9 vs. 14), which weakens confidentiality even when
data remains local. Message Queuing Telemetry Transport (MQTT) is second,
with 20 endpoints communicating on its secure port (8883). In contrast, we find
only 10 instances of it in our WAN scenario. Multicast DNS (mDNS) ranks third
in the LAN scenario, with 15 devices, but appears only once in the WAN sce-
nario. Although HTTPS remains at the top for device traffic, we find BOOTP
client/server to be second and third, respectively, in both scenarios. These con-
sist of bootstrapping protocols that automatically assign an IP address to a
network device. We also observe repeated flows on TCP port 9100 for Boifun
and Geree, directed to turnsvr*.mearicloud.com. Packet inspection indicates
these correspond to TURN-relayed audio/video sessions (not printing), suggest-
ing that some camera backends repurpose uncommon ports to improve reacha-
bility through home networks. Again, for devices, we observe more instances of
MQTT over TLS (port 8883) in the LAN scenario, suggesting that some commu-
nication patterns have changed, possibly relying more on local communication.
HTTP is also more common. While the LAN may seem safer than the Inter-
net, the increased use of HT'TP might pose more risks to users. An attacker who
compromises another device on the same network could intercept traffic between
IoT devices and apps, potentially capturing credentials or other PII.
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5 RQ3: PII + ID Sharing & Compliance

Mobile apps are known for sharing PII of different nature, e.g., geolocation, age,
and gender, possibly but not limited to for analytics and tracking purposes [7,
35, 52]. To study the relationship between IoT devices and companion apps, we
inspect payloads and API calls. Because device-side traffic is encrypted, we can
only inspect the plaintert packets and cannot find any PII. For readability, in
the following we discuss each finding based on the device name rather than the
app ID (e.g., package name) of the corresponding companion app. Further note
that multiple devices from a single vendor can share one companion app but
expose distinct Ul paths, triggering different request sequences.

5.1 PII Sharing

To extract PII from the collected traffic, we employ a combination of regular
expressions and keyword analysis. We define as PII (1) Device Identifiers, e.g.,
Mobile Equipment Identifier (IMEI), Advertiser ID, MAC address, Service Set
Identifier (SSID), (2) User Identifiers, which serve to identify a specific user,
such as name, date of birth, email address, phone numbers, (3) Location, e.g.,
geographical coordinates and IPs, and (4) Credentials, i.e., username and pass-
word. We adopt a similar list to Ren et al’s [40] and enrich it with online
resources [26]. Since field names are not standardized (e.g., name, firstname, or
surname), we use regexes to capture variants and standard formats such as IP
or MAC addresses. We acknowledge that our approach might miss some values
if field names differ significantly from the PII list we identify or are not included
in it. We manually validate our findings against the PetSafe and Meross devices
to refine our regular expressions and also verify the extracted information to
eliminate false positives.

Table 2 summarizes our results. Fourteen devices (41.18%) adopt the same
behavior in both scenarios. Overall PII sharing increases in the LAN setting.
For example, the Tapo P110 app sends geolocation data to their First Party
endpoints in this scenario. Several other devices also send more PII to remote
endpoints, for instance, Arlo, PetSafe, Nest Doorbell, Fufy, OKP, and Tapo P110,
rather than keeping it local. Only Meross increases PII shared with a local
endpoint (10.13.0.12) in the LAN scenario. In our experiments, cameras and
doorbells leak the most data: Boifun, Geree, Wyze, and Blink disclose multiple
identifiers such as email addresses, user names, MAC or SSID, and embed them
in query strings, which enables persistent cross-session tracking, even after app
restarts. Several apps (Honeywell, Netatmo, Wyze) also upload detailed crash
logs that include stack traces and library versions.

We also recover four passwords shared with First Party endpoints; two are
sent in plaintext, and two are encrypted. While manually checking the data, we
find API keys in the payloads from seven apps. Among them, three transmit the
API key as a URL parameter. Although TLS protects data in transit, placing an
API key in the query string remains unsafe. Servers and reverse proxies usually
log the entire URL, and analytics or crash-reporting may also capture it.
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Table 2. PII Sharing in LAN and WAN Scenarios. We list the number (#) of
apps and fraction (%) of devices for which we extracted at least one type of PII. We
see increased sharing of PIT in the LAN scenario.

PII ‘WAN Scenario LAN Scenario Increase
# Apps % Devices # Apps % Devices ‘ WAN—-LAN

MAC 6 17.65% 8 23.53% +5.88%
SSID 3 8.82% 5 14.71% +5.89%
Email Address 15 44.12% 18 52.94%) +8.82%
Name 5 14.71% 7 20.59% +5.88%
Geolocation 5 14.71% 6 17.65%) +2.94%
P 7 20.59% 9 26.47% +5.88%
Username 3 8.82% 3 8.82% +0.00%
Password 2 5.88% 4 11.76% +5.88%
Encrypted Data 8 23.53% 8 23.53% +0.00%
No PII Found 10 29.42% 7 20.59% -8.83%
No Data Eztracted 6 17.65% 6 17.65%

After collecting all app-shared PII, we examine what they share with Tracking
& Analytics endpoints. Because most payloads are encrypted, we cannot inspect
their contents. Nonetheless, the Furbo Dog app sends base64-encoded data, along
with the user’s email, to a Tracking € Analytics endpoint. Generally, more apps
leak PII to analytics endpoints in the LAN scenario, which aligns with our earlier
findings that more apps share PII in this scenario.

5.2 ID Analysis

To identify standard identifiers, we use the Android app Device ID (v1.2.1) [9],
which reports the Android ID, Android Device ID, Google Service Framework
ID, and Advertising ID. We also retrieve the IMEI numbers of both phones and
search for all identifiers in the captured traffic. The only matching identifier is
the Advertising ID, reported in the first entry of Table 3.

However, we notice a broad use of non-standard identifiers. We develop a
regex to extract potential IDs from network requests and compare them across
apps and endpoints to detect sharing or reuse, which can support data aggrega-
tion and user profiling. As before, we manually remove false positives.

We classify an ID match as interesting if (1) the same ID is transmitted to
more than one endpoint, or (2) two or more unique apps share the same ID.
In one case, the same ID is shared across devices from different manufacturers
and endpoints, including analytics ones, as shown in Table 3. We also see apps
sharing user IDs across different endpoints, including Tracking & Analytics ones
as for Wyze. The shared ID that occurs across Wiz, Furbo, and Honeywell is
rarely the only PII shared. Furbo pairs this ID with user identifiers and context,
such as email addresses, customer IDs, device/app IDs, and even the “limit ad
tracking” flag. Honeywell includes the same ID in Localytics with rich telemetry
events (e.g., “Thermostat - Mode Changed” with old/new values). Wyze uses a
unique UID across Braze and RudderStack that is associated with session starts
and ends, as well as screen views, making it actionable.
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Table 3. ID Sharing Across Devices and Endpoints. One ID may appear under
different names. We distinguish two cases: (1) an ID shared by different apps and
endpoints, or (2) one app sharing the ID with multiple endpoints.

Devices ID Names Endpoints

~ 4 Wiz advertiser_id graph.facebook.com
'8 a §E Furbo Dog gcadid api.getblueshift.com
g °u g Honeywell advertising_id analytics.localytics.com
< 9 Qg Geree

c o i e 2

1] g 5 Boifun id graph.facebook.com
- id h, 1lyric.helpshift.
S .o Elocaneh czju oneywelllyric.helps ift.com
Qd_ = aid analytics.localytics.com
S = 95‘ Wuze UID ssl.kaptcha.com
g w"—'; [N Yy dxp.kaxsdc.com
= 8 E-g Wuze userId wyze.dataplane.rudderstack.com
0 o v user_id sdk.iad-03.braze.com

api.getblueshift.com
sdk.iad-03.braze.com
crashlyticsreports-pa.googleapis.com
firebaseremoteconfig.googleapis.com

customer_id
Furbo Dog user_id
furbo_account_id

5.3 Compliance with Privacy Policies

We investigate whether the transmitted data aligns with privacy policies by
checking whether (1) policies disclose all collected data and (2) tracking and
analytics activities, including involved parties, are clearly identified. Here, we
evaluate 31 of the 34 devices and their apps. For the remaining three, we can-
not intercept analyzable traffic, and they do not contact Tracking & Analytics
endpoints, preventing us from assessing policy alignment.

We first collect privacy policies for every companion app from the Google
Play Store, noting that most are region-agnostic. Because our experiments take
place in Europe, we manually look for region-specific GDPR versions of each
policy (e.g., changing the language tag to “en-eu”) and, where available, a UK
version (“en-gb”). In some cases, the companion apps embed the policies or
redirect to different URLs. If two policies are present, we verify their consistency;
if we find discrepancies, we prioritize the in-app policy. We notice that all apps,
except two, provide only general privacy policies that apply uniformly across
all products. Notably, Agara and Honeywell are the only manufacturers to offer
device-specific privacy policies. General privacy policies are suboptimal since
different IoT devices collect and transmit varying data types.

All but three companion apps (89.29%) display their privacy policies in the
Google Play Store, and the same is true for in-app ones. Notably, the :Robot app
includes an outdated policy from 2018, while the Google Play Store lists a more
recent version. Five apps (17.85%) lack an EEA-specific policy and only offer a
global one. Given the varying privacy regulations worldwide, a single policy may
pose legal risks for companies that handle data across different regions.

We find that 29.42% of apps do not share any PII, either because (1) traffic
remains encrypted, (2) we cannot bypass all certificate pinning, (3) the triggered
functionality does not transmit PII, or (4) the app does not need PII to work.
Among the inspected apps, six (17.14%) transmit data that is not direct PII but
can be associated with users, including IP addresses, SSIDs, and MAC addresses.
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Nineteen apps (61.29%) transmit clear PII, such as email addresses and names.
Six of the 22 apps that share some data do not fully disclose their collection
practices. For instance, Geree transmits a MAC address and SSID, while PetSafe
collects email addresses without disclosing this practice.

Twenty-two apps (70.97%) indicate that they transmit data to tracking end-
points without specifying the exact endpoints or the type of data being shared.
We find clear information about the third parties involved in data sharing in
only seven cases (22.58%). Additionally, two apps (6.45%) do not disclose any
data sharing practices in their privacy policies, even though our network traffic
analysis shows they communicate with tracking endpoints.

We exercise GDPR access rights [17] by requesting all personal data held by
the organizations, allowing us to compare the data they share with the PII and
information we extract from analyzable traffic. We aim to identify discrepancies
and evaluate compliance with the organization’s privacy policies. We extract
the email addresses of the Data Protection Officers (DPOs) from the policies.
For Boifun, Blink, and OKP, we found neither a DPO email address nor an
alternative data access portal. There is no direct contact with a DPO for Google
and Amazon devices, but data should be requested via a specific form. In all
other cases, we send an email to the DPO in April 2024. We send 31 requests
and receive 24 replies: one automatic reply, eight incomplete follow-ups where
data was promised but not provided, and 15 (62.50%) usable exports. Seven
vendors did not respond after more than six months, although GDPR guidance
expects responses within one month [13].

We compare the extracted data with vendor exports and policies to identify
information collected beyond what vendors disclose. We find inconsistencies in
six of the 15 apps for which we receive data. The Arlo camera transmits the
SSID without disclosure. Similarly, we find the MAC address in the Honeywell
thermostat’s network traffic but not in the policy. Although we did not find
any PII in the traffic of the two Ring devices, we find discrepancies in the data
export and the privacy policy: the export includes the MAC address and phone
information (model, OS, and name), which are not specified in the privacy policy.

6 Discussion

Taxonomy of Problematic Behavior. We organized the issues we identified
into four categories (see Table 4), highlighting the main ways in which apps and
devices expose users to risk: tracking, privacy policy mismatches, reliance on the
cloud, and the reuse of identifiers across services. These categories correspond
directly to our measurements: RQ1 explains why apps dominate Tracking & An-
alytics, RQ2 addresses cloud-locked behavior even in the LAN, and RQ3 reveals
inconsistent disclosures and cross-domain identifier reuse.

Some apps contact four or more tracking endpoints and leak PII (e.g., iRobot,
Furbo). They send data to several analytics and advertising services, in addition
to first-party services. In other cases, data handling practices do not align with
privacy policies (e.g., Petsafe sharing an email address even though the policy
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Table 4. Taxonomy of Identified Issues. We observe excessive tracking, privacy
policy mismatches, over-reliance on the cloud, and reuse of identifiers across services.

Issue Device/Vendor

Tracker Heavy iRobot, Furbo, Echo 4/5, Wyze

Policy Inconsistent Petsafe, Boifun, Arlo, Eufy, Geree, Honeywell

Cloud Locked Nest Doorbell/Cam, Ecovacs, Ring Chime, Ring Spotlight, Arlo
ID Reuse Echo 4/5, Wyze, Furbo, Meross, Honeywell, SwitchBot 1/2

does not mention it). Some vendors share the same ID across multiple domains
(e.g., Wyze ’s userId reused across rudderstack.com and braze.com), facil-
itating linking of user activity across services. Finally, devices route >70% of
their traffic through remote endpoints even when the phone is on the same LAN
(e.g., Ecovacs, Arlo). Heavy use of the cloud increases latency, risks the expo-
sure of sensitive data, and introduces dependencies to platforms and providers
in different jurisdictions [15, 41].

Behavior per Device Type. Cameras exhibit issues in several categories.
Hubs and assistants typically appear in the ID-reuse group, such as SwitchBot
and Echo. Some vendors fall into more than one category: Arlo is both policy-
inconsistent and cloud-locked; Wyze and Echo are tracker-heavy and also reuse
IDs; Honeywell is both policy-inconsistent and reuses IDs. The tracker-heavy
group contains four vendors, while the other three groups six each, suggest-
ing that policy gaps, cloud dependence, and ID reuse are more common than
tracking. However, the mix of device types within each group suggests that the
behavior originates in vendor design choices and backend integrations, rather
than a specific product type.

Privacy Implications. Our measurements indicate not only the presence of
data transmissions but also their significant impact on privacy. For instance, we
found that some companion apps transmit PII, such as email addresses, SSIDs,
and MAC addresses, to third-party analytics services, including Localytics and
Braze. The Furbo Dog and Honeywell apps send unique user identifiers and
event-based telemetry to remote domains outside the EEA, thereby creating per-
sistent behavioral profiles. These findings highlight that companion apps serve
as intermediaries between home devices and advertising ecosystems, collecting
sensitive data that goes beyond operational necessities. These cross-service data
flows facilitate user tracking across multiple vendors, raising serious concerns
about privacy and GDPR compliance. Although privacy policies are meant to
inform users, they often do not align with the actual practices of the devices and
apps. These policies can be misleading, implying that data is handled securely
and with user consent. In reality, however, the devices may engage in extensive
tracking and data sharing. Alarmingly, some vendors do not provide users access
to their data even when requested. Essentially, users are frequently unaware of
how their data is used, and privacy policies do not always accurately represent
the behavior of IoT devices. This situation emphasizes the need for transparency
and regulatory enforcement to safeguard user privacy within the IoT ecosystem.

Threats to Validity. Our visibility into device payloads is limited because
decrypting device-side TLS would require firmware modification and custom
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CAs, which does not scale and risks bricking devices. A more in-depth analysis
of unencrypted payloads, looking for API patterns and PII leakage, could reveal
more differences or similarities between the apps’ traffic and the device.

For the endpoint classification distinguishing between First Party, Support
Party, and Tracking & Analytics is not trivial. We manually verified uncertain
cases and consulted available information, including whether domain owners had
websites outlining the purposes of their services. To support reproducibility, we
make our labeled endpoint list available as part of our artifacts.

We conducted all our experiments in a controlled environment, with no real-
user interaction. Instead, we record and replay the functionality ourselves. This
might limit our exploration of apps and devices, preventing us from triggering
all the traffic they can generate and potentially missing Tracking & Analytics
endpoints. However, our setting ensures that no ethical boundaries are crossed.

We only analyze interactions between devices and their Android companion
apps. We do not consider other platforms, such as iOS, which has already been
shown to exhibit different behaviors [22], including in aspects related to network
and IoT functionality [34, 42]. We also only analyze the default configuration
of the apps. Different analytics permissions or privacy settings might change
the traffic generated by the apps and devices. Finally, our analysis dates to
early 2024, and the IoT ecosystem is dynamic. Vendors may have changed their
practices since then, and new devices and apps may exhibit different behaviors.

Responsible Disclosure. We began our responsible disclosure process in Au-
gust 2024 to inform vendors of discrepancies between their products’ behavior
and their policies. If we could not find a policy or a vendor did not respond
to our data access request within the 30-day timeframe, we have informed the
relevant national Data Protection Authorities.

7 Related Work

IoT Security and Privacy. Recent work investigated IoT companion apps [6,
8, 36, 38] looking for security and privacy issues with a combination of static
and dynamic program analysis. Focusing on the interplay between companion
app and devices, related work has for example used static program analysis to
extract embedded sensitive information in companion apps, such as API keys and
passwords [50, 52|, and to characterize potential IoT device behavior, including
local and remote communication with cloud backends, at scale [43]. Zhou et
al. [51] studied the interactions among IoT devices, cloud services, and apps
using state machines and identified invalid transitions that can lead to device
hijacking. Nevertheless, most authors relied solely on the code of companion apps
to enhance scalability. No studies focus on the distinction between device- and
app-generated traffic, which endpoints are contacted, who is the main culprit in
introducing tracking and analytics, and how the interaction changes when the
mobile phone (on which the companion app is installed) and the device are in
different network scenarios.
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Tracking in the IoT Ecosystem. Several studies focused on identifying IoT
device activities (e.g., turning on/off) by looking at network-level traffic as well
as packet signatures [2, 23, 24, 27, 31, 33, 46]. Related work has also explored
IoT-generated traffic to identify what role trackers and advertisers play in the
ecosystem [25, 31, 46], highlighting how some are specific to the ToT domain
and are missed by most general denylists, which mostly focus on the mobile
app ecosystem [38, 44, 48]. In contrast to prior single-sided analyses, we jointly
examine device- and app-generated traffic under identical conditions, enabling
correlation across layers that prior work could not. This joint perspective is essen-
tial because companion apps often trigger device events that silently propagate
to remote endpoints, amplifying privacy exposure across entities.

Privacy Policies. A long line of research looked into automatically parsing and
understanding privacy policies [20]. Andow et al. [3] show that across 13,796
applications and their privacy policies, 42.4% are incorrect or omit to disclose
privacy-sensitive data flows. Further, Bui et al. [5] demonstrated inconsistent
behaviors between trackers and the stated policies. Focusing on IoT companion
app policies, Nan et al. [29] found that among their 6,208 companion app dataset,
1,973 apps expose user data without proper disclosure. We also investigate the
role of devices and how they enrich the data shared by companion apps. In fact,
only two manufacturers provide a device-specific policy.

8 Conclusion

We examined the intricate dynamics between IoT devices and their companion
apps, focusing on the privacy implications of their communication practices. We
reveal that apps play a significant role in introducing tracking in the IoT ecosys-
tem, often transmitting data to external analytics and tracking endpoints. We
also demonstrate the importance of local communication, which, when properly
secured, can mitigate privacy risks by reducing dependence on cloud services.
Furthermore, our analysis of privacy policies and data sharing practices uncov-
ered widespread inconsistencies and potential violations of data protection laws.
Our results are consistent across multiple device types and manufacturers.

Vendors should adopt a LAN-by-default approach, minimize the use of third-
party tracking and analytics services, and ensure that data flows align with
privacy policies. Based on our findings, we argue there is a need for improved
privacy standards, greater transparency, and stricter regulatory oversight in the
development and deployment of the IoT ecosystem.
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Table 5. Overview of Tested IoT Devices and Results. We report (1) if all tests
were successful without and with frida (@=Fully Successful, ©=frida Failed); (2) if
the devices share PII (W¥=Yes, X=No) and if they declare this in their privacy policy

(V=Yes, X=No,

=Partially); (3) if the vendor provides a means to request user data

(W=Yes, X=No); (5) if the vendor replied and shared the data (V=Yes, X=Replied
but not shared); (6) if the data in the export matches our findings or the privacy policy

(W=Yes, +=Partially). We highlight problematic findings in red.
. Scenario PII DPO DPO PII
IoT Device
WAN LAN | Shared Declared | Email Reply | Match
Wyze ([ ] [ ] v v v no reply -
Arlo © [ ] v v v
¢ Google Nest [ J [ J X - v v v
§ Furbo Dog ° ° v v v x -
E Ring Spotlight ([ ] [ ] X - v v
O Boifun Baby 0 ° v x - -
Vtech Baby © © X - v X -
Blink Mini © © X - b - -
2 Wiz ° ° x - v x -
_E' Lepro [ ] [ - - v no reply -
£ Govee ° ° v v v x -
3 Yeelight © © v v v no reply -
© Eufy 30C © © v v X -
2 iRobot Roomba ° [ ) v v v X -
2 ECOVACS N8 © © b3 - v v v
£ OKP K2P ° ° v v x - -
= Reolink ([ ] [ ] - - v X -
2 Coogle Nest ° ° v v v v v
8 Ring Chime [ ] [ ] X - v v
A Geree ° [ v v no reply -
% SwitchBot Mini (1) ° © v v v v
*E SwitchBot Mini (2) ° ° v v v v
@ Aqara M2 ° [} X - v no reply -
i Sensibo © © - - v no reply -
'S EchoDot 4 [ ] [ ] v v v v v
T EchoDot 5 [ ] [ ] v v v v v
o Netatmo Weather ° [ v v v X -
.5 Honeywell Thermostat ([ ] [ ] v v v
a::) Meross Garage ([ ] [ ] v v v no reply -
g Alexa Kettle [ ] [ ] v v v v v
8 Tapo P110 ) ) v v v v v
& Withings BPM o o v v v v v
E PetSafe Feeder ° [ v v no reply -
< Google Nest Wi-Fi ([ ] [ ] v - v v v
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